. . The word ‘open’ in OpenDNS does not mean
New Router Conflguratlon’ open internet. It is a service which ‘opens’

Router Firmware Update, the standard DNS function into a filtering/
Parental Controls accountability service. See page 10.
and

OpenDNS installation

*Whole home protection, This guide uses a Netgear WNR1000V3 but
see pg. 13 it should apply to other models and other brands



B8 Administrator: Command Prompt

Media State : Media disconnected
Connection—specific DHS Suffix H

llireless LAH adapter Wireless Network Connection 2:

Media State : Media disconnected
Connection—specif DNS Suffix H

i Vo TAM e .. LIE Mos..npk Connection:

. feBB::4026:8688:3869:175ex1?
. @ 192.168.1.2

Documents . 1 255.255.255.8
.oz 192.168.1.1

Recent tems

) : Media disconnected
Computer - & dialegic.com

2-4AE3-B134-B6F442F37FE8} =
Network

L i feB@::Gefe:192.168.1.2x19

Control Panel
= || |ID-4BAC-BDSB-BRD?S5F53527%3 =
un...

- * Media disconnected

B-43DE-2?75D-FD2ABC37342D} =

- * Media disconnected

- * Media disconnected

2 Internet Explorer

udo-Interface:
|E| Microsoft Visio 2010

. - * Media disconnected
o9 Windows Explorer H

Adobe Reader X i __J Rur —-‘
@ Google Chrome ]
= Linphone = Type the name of a program, folder, document, or Internet

o Calculator resource, and Windows will open it for you.
M Wireshark

[Z System Configuration

£D WinZip

-

% This task will be created with administrative privileges.

» All Programs

‘ | Cancel | | Browse...

E (Except for a few parts this guide can be used on MACs as well)

We start out assuming you are connected to your router either by a ethernet wire or
wifi

First, find the ip address of your router by: 1. going to your start button,

2. Clicking the run option

3. Tvype ‘cmd’ into the run window and clicking ‘ok’
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BN Administrator: Command Prompt
Media State : Media disconnected
Connection—specific DHS Suffix H

Wireless LAM adapter Wireless MWetwork Connection 2:

Media State : Media disconnected
Connection—specific DHS Suffix H

Wireless LAN adapter Wireless Metwork Connection:
Connection—specific DHS Suffix . =
Link-local IPu6 Address : feBB::4P26:8688:3069:175ex17
IPuv4 Addre - - - = 192.168.1.2
Subnet Mask . . . . .- - = 255.255.255.8
Default Gateway . . .- - 1921681 .1

Ethernet adapter Local Area Connection:

Media State : Media disconnected
Connection—specific DNS Buffix . : dialogic.com

Tunnel adapter isatap.{DBED1186-AYAZ-4AE3-B134-B6F442F37FE8}:

Connection—specific DHS Suffix H
Link-local IPv6 Address . . . . : fefB::5efe:192.168.1.2x19

Default Gateway
Tunnel adapter isatap.{D2A13BD4-CF?D-4BAC-BD5B-B8D?55F53527%:

Media State : Media disconnected
Connection—specific DHS Suffix H

Tunnel adapter isatap.{C6D2687D-1D48-43DE-275D-FD2ABC37342D3:

Media State : Media disconnected
Connection—specific DHS Suffix H

Tunnel adapter isatap.dialogic.com:

Media State : Media disconnected
Connection—specific DHS Suffix H

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Media State : Media disconnected
Connection—specific DHS Suffix H

C:sUserssjokkensDesktop>i

A black command line window will open. At the prompt type the command
‘ipconfig’ and hit <enter>. Find your router’s IP address on the line that says
‘Default Gateway’. Here it is 192.168.1.1.



e Cf:} http://192.168.1.1/genie_index.htm Pivic | 55
19216811

NETGEAR genie-

WNR1000v3

Internet >
»
Wireless > Windows Security @
Attached Devices > The server 192.168.1.1 is asking for your user name and password. The
server reports that it is from NETGEAR WNR1000v3.
Parental Controls >

Warning: Your user name and password will be sent using basic
Guest Network » authentication on a connection that isn't secure.

Router Configuration Utility.

[ Remember my credentials

[ ok ][ cance |

Help & Support Documentation | Online Support | Router FAQ

Open a web browser and navigate to that address using the ‘http://’ prefix. In
this example we typed ‘http://192.168.1.1" and hit <enter>. You will need to
enter a username and password, hopefully you have this written somewhere or
your router’s manual will tell you. (you are now on a webpage in your router)



NETGEAR genie i

WNR1000v3 V1.0.262_60.0.87NA

ADVANCED

——
I ESER

Setup Wizard

» Setup QdPassword e eeeeee
» Security SetPassword  eseseesesees
Repeat New Password ~ assesesessee

» Administration
[] Enable Password Recovery

Router Status
Security Question #1*:| What is your oldest sister’s first name? v|

Logs
) Answer*: |
Attached Devices

Backup Settings

Security Question #2*:| What is your youngest brother's first name? v

Set Password L |
* = required information

Router Update " :

Router Update Last time password was recovered

» Advanced Setup

@ Help Center . ShowiHide Help Center

Help & Support Documentation | Online Support | Router FAQ SEARCH HELP w

Let’s step thru a typical router configuration. You’ll see configuration option menu
on the left. Yours will likely be different, but first we suggest you find the option to
change your router’s configuration webpage password. The default password isn’t
too secure but often has never been changed. You can skip this step if you know
this has already been changed. Remember this password. When you click ‘Apply’,
you may need to re-login with your new password.



Logout

NETGEAR genie- _ |

WNR1000v3 V1.0.2.62_60.087NA

Home . Wireless Settings
Internet 3 . m
Wireless >
Attached Devices R Wireless Network
[l Enable SSID Broadcast
Parental Controls » ["] Enable Wireless Isolation
Guest Network : e 1
Region:
Morth America v
Channel: Auto v
Mode: Up to 150 Mbps v

Security Options

) Mone

(®) WPA2-PSK [AES]

) WPA-PSK [TKIP] + WPA2-PSK [AES]

Security Options (WPA2-PSK)
Passphrase: l:l (8-63 characters or 64 hex digits)

Next, we suggest you find the option to set or change your wifi connect
password/key/passphrase. By default you may have no connect passphrase, or the
connect passphrase is something very hard to remember. You can skip this step if
you know this has already been changed. Make this passphrase something hard to
guess but easy for you to remember. When you click ‘Apply’ your router will restart,
(it may take a few minutes). If you’re currently connected via wifi you'll lose your
connection and you’ll need to re-connect with your new passphrase. You will also
need to re-login to the router config webpage.



Logout

NETGEAR genie’ S

V1.0.2.62_60.0.87NA

WNR1000v3

ADVANCED

ADVANCED Home R

Setup Wizard Check for new version from the Internet.

m Locate and select the upgrade file on your hard disk.

» Security
[ Uplosd [ Concel |

v Administration

Router Status

—
=]
n

Attached Devices

Backup Settings
Set Password

Router Update

» Advanced Setup

@ Help Center i ShowHide Help Center

SEARCH HELP eo"

Help & Support pocumentation | Online Support | Router FAQ

Next, find the option to update the software version (called firmware) on your router.
Here it is the Advanced->Administration->RouterUpdate page. Click the “Check
Online” button. If a new version is found, then there are important security and safety
improvements available, follow the steps to install the update. Afterwards, your router

will restart. Again you may need to re-login.



NETGEAR genie Schedule

WNR1000v3

BASIC

e S— Days To Block:
Internet » A _ g, I_
p— = ¥ Every da
Wireless R _l‘&g — — ry day
Attached Devices » ‘“' Q@ & e @ ¥ Sunday
parental Controls R Internet Wireless Attached Devices i Maonday
Guest Network » . ne(SSID): 761s ; )
STATUS: GOOD JPassword: 0747016707470 Number of Devices : 2 p TUESIj EI'!."
\ ¥ wednesday
[ N @
ﬂ 1 ¥ Thursday
‘ 11 " ¥ Friday
Parental Controls Guest Network

¥ Saturday

STATUS: NOTENABLED STATUS: NOTENABLED

Time Of Day To Block: (use Z4-hour clock)
¥ &l Day

Start Blocking: |III Hnurlﬂ iir

Help & Support Documentation | Online Support | Router FAQ End Blocking: ||:| Haour ||:| Mir

Apply | Cancel |

Get to know all your router options well, especially the parental control options.
When you buy a new router make sure the box says it has parental controls. In the
scheduling settings you can set the time of day to disable the internet. ie dinner
time and/or 10pm. And the time of day to enable the internet, ie 7am. You can
also select different options by day so you can turn off the internet all day on
Sunday.



Please leave the router configuration page open until we use it on page 14 of this guide.

Now we start to configure

OpenDNS

bl OpenDNS is now part of Cisco
cisco

MSP AND PARTNERS PERSONAL

BUSINESS

Predict attacks before they happen
Expand threat protection beyond the perimeter Unique product for, MSPS Noticeably faster Internet access
Remove your DNS blind spot

. LEARN MORE earn More | [ Learn More )

Go to www.opendns.com. OpenDNS was recently purchased by a bigger company,
CISCO. CISCO still offers the same product under its CISCO Umbrella brand. Click the
“Personal” products area.



http://www.opendns.com/

| OpenDNS [=

Parental Controls Testimonials Benefit Matrix Premium DNS

OpenDNS Family Shield OpenDNS Home OpenDNS Home VIP

FREE FREE $19.95/year

Preconfigured to block Our classic, free service OpenDNS Home package
adult content — set it & with customizable filtering plus one year of usage stats
forget it and identity theft protection & optional white-list mode

SETUP GUIDE SIGN UP BUY NOW

PROTECT EVERY DEVICE IN YOUR HOME, INSTANTLY.
OPENDNS SETTINGS APPLY TO EVERY DEVICE — laptops, | |

smartphones, tablets, DVRs, game consoles, TVs, literally anything
FYI: DNS = domain naming system/service
all browsing for webpages are routed thru a DNS server
everyone’s ISP provides their router with 2 DNS servers to use
OpenDNS replaces the ISP’s DNS servers with their own!
this allows control and monitoring over what is browsed/viewed

Then choose “OpenDNS HOME VIP”. this is their product for both
filtering and accountability.



Call +1-877-811-2367

Get OpenDNS VIP

Tell us about yourself

Next, you will need to create an account and setup a yearly payment plan. For
Company Name put something like “Home”. You may notice that you are asked to
create an account both for CISCO Umbrella as well as your OpenDNS dashboard.
It is OK to use the same username (email address) and password for both.



ounent 15 e 8.1 946,862,301

GpenDNi com Baeshbeoand » Community

OpenDNS c.oveare

1y Thanks For choosing OpenDME! Losking for productive ways [0 pass the Bime™ Please Join our active commanity (o help make the OpenDhS
service batter for everyone by contributmg your votes on Domain Teqging. 1t eacy and all ot takoes = & few chcks — start today!

Welcome, . Glohal System Statys: Online

Personal networks

= Stats & Logs * Settings
No nebworks have stats., 0 networks (Add network)
. o « Stats & Logs * Settings
1 i nw
Hanage :'J.E SMOALZ2U0R® No netwerks have stats. 6 networke (Add natwork)

Alert This OFGanization Ras ne Petworks aseigned to o, ASd & network to take advantage of your paid subsaeiption features!

OpenDNS Biog Share OpenDNS
img Umbrel | i . Spread the word about OpenDNS:
by Dima Kumets (4ar] 308, 2014) LE) Tasittar
A3 p produtt marager, confErences ane incredible opportunities 1o talk v Customers K Faccback
Support: Knowledge Base | CacheCheck | System Status | Forums News & Motes: OpenDNS Blog E)

Connect: E ﬁ li

The OpenDNS nameservers are 208.67.222.222 and 208.67.220.220.

After your account is created you will be brought to your Dashboard screen.
Write down the IP addresses for the OpenDNS servers listed at the bottom of
the screen. 208.67.222.222 and 208.67.220.220.



NETGEAR genie —

Firmware Version
WNR1000v3 V1.0.2.62_60.087NA
Home R Internet Setup
Internet 3 (——" FeE—
Wireless >
Does your Internet connection require a login?
Attached Devices »
() Yes
Parental Controls > ® No
Guest Network >
Gateway IP Address 68 |.|196 |./48 |.[1 ~
Domain Name Server (DNS) Address
© @et Automatically from ISP
(®) Use These DNS Servers
Secondary DNS 208 ..
Router MAC Address
(®) Use Default Address
) Use Computer MAC Address
() Use This MAC Address C4:04:15:3B:53:13 v

© Help Center i Show/Hide Help Center

Help & Support Documentation | Online Support | Router FAQ SEARCH HELP eo

Back on your router configuration website find the page where you setup your
internet connection and DNS. Select the option to use your own DNS servers.
Enter the two OpenDNS server IP addresses that you wrote down. Hit apply. Your
router may report it needs to restart.

*The changes we are making here, on your router, protect any device connecting to
the internet thru you home wifi or ethernet wires. (note: this does not include
devices which can use alternately cellular data (cellular 3G/4G is an outside network).
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OpenDNS.com Dashboard » Community

OpenDNS c.cinoas

., Thanks for choosing OpenDNS! Looking for productive ways to pass the time? Please join our active community to help make the OpenDNS
service better for everyone by contnbuting your votes on Domain Taqging. It's easy and all it takes s a few clicks — start today!

Welcome, % Global Svstem Status: Online
Personal networks .+ Stats & Logs s Setfinas
No networks have stats, 0 networks (Add network)
=+ Stats & Logs * Settings

hi ization v
HMAQ{L_F‘QLQQQBLQ‘_ No networks have stats 0 networks (Add network) @

Alert: This organization has no networks assigned to it. Add a network to take advantage of your paid subscription features!

OpenDNS Blog © Share OpenDNS

mati; mbrell 1l . Spread the word about OpenDNS
by Dima Kumets (4pnl 30, 2014) GTﬁ-xnn
As 3 product manager, conferences are incredible opportunities to talk to customers n Facebook

and partners face-to-face. Thes y s edl
and partner e ace ear m tnt R

' For Managed Services, Always Carry an Umbrella ¢ Tell 3 fnend about OpenDNS.
hv Dima Kumet< faned 25 20141 ¢ Share this link at vaur eomnany ar

Next we need to configure your dashboard. Click “Add network” under your
organization. Also, it would be good to write down and save your network’s IP
address (the internet address given to your router by your ISP) displayed on the top
of your screen. Here our current IP is 68.196.62.201.



OpenDNS.com Das be ard Comm unity

OpenDNS  civoa

Settings for: \ -- Select an organization — *

Dynamic [P addresses Add a network

OpenDMS supports networks
ranging from single IP Ip- 68 . 196 .| 62 1201 /13201 IP Address) v

addresses, dynamic or static,

on up to /16. Learn more about . i L]
dynamic IPs. Organization: |Home v | L=
Network verification (' ADD THIS NETWORK | |

For individual IP addresses,
verification is self-service, if
you can click on a link from the
network IP address. Networks
larger than a single IP address
are verified by OpenDNS
employees reviewing account
info and public recards (like You don't have any networks yet — add one!

whois).

Home 3

Mo networks have been assigned to none. Add a new one above.

It is important that you add a network in order to experience the full benefits of OpenDNS. A
network may be a single IP address (static or dynamic) or a full range of IP addresses, depending on
the size of your network.

Have a dynamic IP? Use our software to keep your account updated.

If yvou are a home user, your current IP address is located in the upper-right when logged in to your
OpenDMNS account. Most home users have a dynamic IP address, meaning that it changes
occasionally. We recommend that you use our client-side software to keep your dynamic IP updated
for your network.

You will be brought to the Settings tab. Add your network to your organization. Here we add
our network to the Home organization.



You've successfully added a network! Just a few more
steps and you're home free.

1. Give it a friendly name: |homd|

Something simple like "Office” or "Home" will do.

. Is this a dynamic IP address? What is a dynamic IP address?.

#| Yes, it is dynamic

. Download the software and stay safe. The OpenDMNS Updater
software ensures that your OpenDNS preferences are preserved
whenever yvour IP address changes.

“.1” OpenDNS Updater for Windows

» Updater for other platforms

You will see a pop up screen asking to give this network a name. Using something like
“Home” again will work. Keep “Yes it is dynamic” checked. And we will cover the OpenDNS
Updater software later in slide 22.



Your current IP is 68.196.62.201. (Sign out)

OpenDNS.com Dashboard Community

UpenDNs dashboard

| srats | SETTINGS
Settings for:, home (68.196.62.201) V| Add/manage networks
Web Content Filtering Web Content Flﬂﬁﬂng
Security
Customization Choose your filtering level
Stats and Logs
Advanced Settings () Whitelist Only Enabling this feature will block all websites except those listed below
under your "Never block” individual domains.
Users can contact you ®) High Protects against all adult-related sites, illegal activity, social
¥our users can contact you networking sites, video sharing sites, and general time-wasters.

directly from the block page if
they have guestions. It'll show
up as an email in your inbox. (O Moderate Protects against all adult-related sites and illegal activity.

13 categories in this group - View - Customize

26 categories in this group - View - Customize

Note about DNS forwarding ) .
If you are forwarding requests O Low Protects against pornography.
to OpenDNS, domain blocking 4 categories in this group - View - Customize
may ’?°,t wark pmpe.ﬂy if the () None Nothing blocked.
domain's address is in your -
forwarder's cache. () Custom Choose the categories you want to block.
Check a domain P .
Find out whether it would be LS
blocked, and why.
Support Articles
Manage individual domains

If there are domains you want to make sure are always blocked (or always allowed)
regardless of the categories blocked above, you can add them below.

[Always block V|| |

{ ADD DOMAIN

You will be taken to the screen where you can set your filtering level to High or Moderate.
Also, you can set whitelisted (never blocked websites) and blacklisted (always blocked
websites, like hulu, netflix, youtube and facebook). Click ‘Apply’, wait 3 minutes for the
settings to become active. Test your filtering by going to sites you want to be blocked.



P s 68.106.62.201

OpenDNS.com

OpenDNS .o

Settings for:.  home (68.196.62.201) v| Add/manage networks

Web Content Filtering Stats and LOgS

Security

Customization V¥ Enable stats and logs

Stats and Logs OpenDNS gives you the choece to turn on (or off) data collection. If you disable this feature,
Advanced Settings \ ggng your DNS lookups on a go-forward basis. Your charts and stats will reflect

there will be no data from that point forward

APPLY

Purge DNS data

Thus button simply deletes all the DNS data we have for this network up to this point in time. Think of
t 35 a way of resetting your stats to zerc

PURGE MY DATA!

Support: Knowledge Base | CacheCheck | System Status | Forums News & Notes: OpenDNS Blog 0

Connect: G m n

The OpenDNS nameservers are 208,.67,222,222 and 208.67.220.220.

Under the ‘Stats and Logs’ section of the settings, check the box to
‘Enable stats and logs’ and click ‘Apply’.



Foeurrant IP i 77 1D6.62.201.

v DpenDN5.- m Dashboard * Community

OpenDNS scivoare

Domains | ¢ &
[Domains ~| for [ home (68.196.62.201) | from [201404-29  [to[2014-0506 | or choose a sinale day _Aesly
Filter: View :-:rnr,' requests that were blocked V:
RANK DOMAIN REASON REQUESTS
1 woww,Quns, Com Weapons -
This domain is categorized as Weapons, which you blocked. You can make an exception for this
domain or pnblock this entire category .
2 b adnxs com Adware 2
3w Lawwd o i
Support: Enowledge Base | CacheCheck | System Status | Forums News B Notes: QpenDNS Blog O
Connect: ] a K

The OpenDNS nameservers are 208.67.222.222 and 208.67.220.220.

Now, under the ‘Stats’ tab you will be able to view a wide range of information
regarding what web sites were visited, or were attempted to be visited, via your
router. These lists have a delay, it may take a day for all recent activity to appear. It is
suggested to scan through your families activity, or blocked activity, every week or so.

Get to know this Control Panel so you are comfortable changing filter settings and so
you are able to easily view/filter accountability data (websites that were browsed for).



Almost everything is done now.
One final thing:

OpenDNS Updater v2.2.1 — O >
OpenDNS account
Change account

Network to update

home Change netwark
IP address
Using OpenDNS?

es
Last updated

Less than a minute ago. |pdate now

About this program Settings

Sometimes your ISP may change your network’s IP address (the address we previously saw at the top of the
dashboard, 68.196.62.201). This is the network you added to your organization). If your ISP changes this,
OpenDNS will no longer be monitoring the correct network. A piece of software will watch for this and
automatically change the network under your organization if this does happen. Install this “OpenDNS-
Updater” software on your most often used computer.



Open(y

OpenDNS dashboard ;

BB Desktop

) Libranies
<] Documents
J" Music

&= Pictures
i Podcasts
B videos

A James Okken
L .gimp-26
I, .Rational

I thumbnails

<

e R

[#). 'Everything 2KB

Shortcut
1. New folder File folde
J. dell_perf_analyzer File folde
% Network
1% Computer
B James Okken
9 Libraries

File name: [penDNS-Updater-2.21.exe
Save as type: | UTMCSR=(DIRECT)_UTMCCN=(DIRECT)_UTMCMD=(NONE)&,_UTMV=-&_UTMK=100X

. Hide Folders

[ Conce

Settings for: -- Select an orgar
You are 1
Dynamic IP addresses
RS Ze currently |
r::;r al;;:\.z:c-r;‘;nj; wWorks than one?
wging ¥ T N i :
addresses, dynamic or static, on Enterprise;
up to /16. Learn more about
dynamic IPs. i
LABEL |
Network verfication '
For individual IP addresses, home
verification is self-service, if you -

can dick on a hnk from the
network IP address. Networks
larger than a
are venfied by
employees reviewing accotnt
info and public records (ke

whois).

Support Articles

* Generating Reports

e Mow 15 nDNS
Complately?

Click to manage settings for this network

Keep your network's IP up-to-date with our free software,
Available for Windows and Mac OS X.

s What ic SmartCarha?

Do you want to open or save OpenDNS-Updater-2.2.1.utmesr=(direct)_utmecen=(direct)_utmemd=(none)&_utmv=-&_utmk=100301463 (220 KB) from opendns.com?

Open Save |v Cancel

Near the bottom of the main ‘Settings’ window click the option to download the OpenDNS-Updater.
Installing this is an important step. Download and save the installer to a folder location you know.




labemail b

Welcome to the OpenDNS Updater Sign in to OpenDNS

Setup Wizard
Email -

This wizard will guide you through the installation of
OpenCNS Updater.,
P P Password:
Itis recommended that you dose all ather applications
before starting Setup. This will make it possible to update Erea e
relevant system files without having to reboot your e
camputer.

Forgot your password?
Click Install to start the installation.

OpenDNS Updater

OpenDNS account

| Change account |

Metwork to update

Install ] | Cancel —
home | Change network |

IP address

Using OpenDNS5?
No. Leam how to setup OpenDNS.

Last updated
71 hr 55 minutes ago. Update now

About this program Settings

Navigate to where you saved the OpenDNS-Updater installer and double-click it to start the
installation. When complete enter in your OpenDNS account information to connect it to

your account/network (this may have been automatically done already). After this you can
just leave this small program, it runs in the background and automatically starts on reboot.



# OpenDNS.com ily Dashboard % Community

openDNS dashhoard

mMGACCHUNT,,

The installation was completed successfully.

e

The installation was successful.

The software was installed.

OpenDNS setup is COMPLETE!



